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COURSE PLAN (2025-2026 EVEN SEMESTER)
	Name of the Faculty
	

	Designation/Department
	AP/CSE

	Course Code/Name
	U20CS844/ CYBER SECURITY

	Year/Section/Department
	IV/CSE

	Credits Details
	L:3
	T:0
	P:0
	C:3

	Total Contact Hours Required
	45



Syllabus:
	UNIT I-  INTRODUCTION TO NUMBER THEORY
	No. of Periods:9

	Finite Fields and Number Theory: Modular arithmetic, Euclidian Algorithm, Primality Testing: Fermats and Eulers theorem, Chinese Reminder theorem, Discrete Logarithms

	UNIT II -  CRYPTOGRAPHIC TECHNIQUES
	No. of Periods: 9

	Symmetric key cryptographic techniques: Introduction to Stream cipher, Block cipher: DES, AES,IDEA Asymmetric key cryptographic techniques: principles, RSA,ElGamal, Elliptic Curve cryptography, Key distribution and Key exchange protocols..

	UNIT III-  INTEGRITY AND AUTHENTICATION
	No. of Periods: 9

	Hash functions, Secure Hash Algorithm (SHA)Message Authentication, Message Authentication Code (MAC), Digital Signature Algorithm : RSA ElGamal based.

	UNIT IV - CYBERCRIMES AND CYBER OFFENSES
	No. of Periods: 9

	Classification of cybercrimes, planning of attacks, social engineering: Human based, Computer based: Cyber stalking, Cybercafe and Cybercrimes.

	UNIT V  -  CYBER THREATS, ATTACKS AND PREVENTION
	No. of Periods: 9

	Phishing, Password cracking, Keyloggers and Spywares, DoS and DDoS attacks, SQL Injection Identity Theft (ID) : Types of identity theft, Techniques of ID theft-SECURITY writing security policies, Internet and email security policies, Compliance and Enforcement of policies.



Objective:
To learn the concepts of number theory, cryptographic techniques.
To understand integrity and authentication process
To familiarize various cyber threats, attacks, vulnerabilities, defensive mechanisms, security policies and practices 


Text Book:
T1. Cryptography and Network security, William Stallings, Pearson Education, 7th Edition.
T2. Cyber Security, Understanding cyber crimes, computer forensics and legal perspectives, Nina Godbole, Sunit Belapure, Wiley Publications, Reprint 2016
T3. Writing Information Security Policies, Scott Barman, New Riders Publications, 2002



Reference Book:
R1. Cyber security for Dummies, Brian Underdahl, Wiley, 2011.
R2. Cryptography and Network security, Behrouz A. Forouzan , Debdeep Mukhopadhyay, Mcgraw Hill Education, 2nd Edition, 2011.



Website:

	
  W1. https://www.geeksforgeeks.org/rsa-algorithm-cryptography/
  W2. https://www.tutorialspoint.com/cryptography/cryptography_hash_functions.htm
  W3. https://www.lawyersclubindia.com/articles/classification-of-cybercrimes--1484.asp
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Online Mode of Study (if Any):
NPTEL details can be listed.
https://  HYPERLINK "https://onlinecourses.swayam2.ac.in/nou19_cs08/preview" introduction to cyber security - Course (swayam2.ac.in) 
https://  HYPERLINK "https://uou.ac.in/progdetail?pid=CEGCS-17" Programme Details | Uttarakhand Open University (uou.ac.in)
https://  HYPERLINK "https://www.udemy.com/topic/cyber-security/" Top Cybersecurity Courses Online - Updated [January 2024] (udemy.com) /
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Course Plan:

	
Topic Number
	Topic
	Reference Detail
	Page Number
	Mode of teaching
	Number of Periods Required
	Cumulative Period

	   UNIT I                       
	INTRODUCTION TO NUMBER THEORY
	
	      9

	1. 
	Finite Fields and Number Theory
	T1
	46 - 47
	BB
	1
	1

	2. 
	Modular arithmetic
	T1,R2
	53 – 60
29 - 35
	BB
	1
	2

	3. 
	Euclidian Algorithm
	T1
	49 - 50
	BB
	1
	3

	4. 
	Primality Testing
	T1
	68 - 69
	BB
	1
	4

	5. 
	Fermats theorem
	T1
	64 - 65
	BB
	1
	5

	6. 
	Eulers theorem
	T1
	65 - 66
	BB
	1
	6

	7. 
	Chinese Reminder theorem
	T1
	71 – 73
	BB  / PPT
	1
	7

	8. 
	Chinese Reminder theorem 
	T1
	71 – 73
	BB  / PPT
	1
	8

	9. 
	Discrete Logarithms
	T1
	73 - 75
	BB
	1
	9

	Outcome of Unit I:
At the end of unit, Students should be able to
· Understand the fundamental mathematical concepts related to security

	UNIT  II
	CRYPTOGRAPHIC TECHNIQUES
	
	        9

	10. 
	Symmetric key cryptographic techniques:  Introduction to Stream cipher
	T1
	86 -90
	BB
	1
	10

	11. 
	Block cipher
	T1
	118 – 120
	BB
	1
	11

	12. 
	DES
	T1
	129-130
	BB
	1
	12

	13. 
	AES
	T1
	171-172
	BB  / PPT
	1
	13

	14. 
	IDEA Asymmetric key cryptographic techniques: principles
	T1
	283-284
	BB
	1
	14

	15. 
	RSA
	T1/ W1
	294-295
	BB 
	1
	15

	16. 
	ElGamal
	T1
	318-320
	BB
	1
	16

	17. 
	Elliptic Curve cryptography
	T1
	331-332
	BB
	1
	17

	18. 
	Key distribution and Key exchange protocols
	T1
	441-443
	BB
	1
	18

	Outcome of Unit II:


At the end of unit, Students should be able to
· Apply the cryptographic techniques to real time applications.

	UNIT III                            INTEGRITY AND AUTHENTICATION                                                      9

	19. 
	Hash functions
	T1/ W2
	341-343
	BB 
	1
	19

	20. 
	Two Simple Hash Function
	T1
	346-348
	BB
	1
	20

	21. 
	Secure Hash Algorithm (SHA)
	T1
	355-356
	BB  / PPT
	1
	21

	22. 
	Message Authentication
	T1
	381-382
	BB
	1
	22

	23. 
	Message Authentication Code (MAC)
	T1
	383-385
	BB
	1
	23

	24. 
	Message Authentication Requirement 
	T1
	391-393
	BB
	1
	24

	25. 
	Security of MAC
	T1
	393-395
	BB
	1
	25

	26. 
	Digital Signature Algorithm 
	T1
	419-421
	BB
	1
	26

	27. 
	RSA ElGamal based
	T1
	424-425
	BB
	1
	27

	Outcome of Unit III:
At the end of unit, students should be able to
· Explain the authenticated process, integrity and its implementation

	UNIT IV                                                          
	CYBERCRIMES AND CYBER OFFENSES
	
	
	
	9

	28. 
	Classification of cybercrimes
	T2/ W3
	17-31
	BB 
	1
	28

	29. 
	Classification of cybercrimes
	T2
	17-31
	BB
	1
	29

	30. 
	Planning of attacks
	T2,
T3
	49-61
78-85
	BB
	1
	30

	31. 
	Social engineering
	T2
	61-62
	BB  / PPT
	1
	31

	32. 
	Human based
	T2
	62-63
	BB
	1
	32

	33. 
	Computer based
	T2
	63-64
	BB
	1
	33

	34. 
	Cyber stalking
	T2
	65-66
	BB
	1
	34

	35. 
	Cybercafe 
	T2
	67-69
	BB
	1
	35

	36. 
	Cybercrimes
	T2
	69-71
	BB
	1
	36

	Outcome of Unit IV:
  At the end of unit, students should be able to
· Understand the fundamentals of cybercrimes and the cyber offenses

	UNIT V                                CYBER THREATS, ATTACKS AND PREVENTION                                 9

	37. 
	Phishing
	T2
	131-132
	BB
	1
	37

	38. 


	Password cracking
	T2
	132-136
	BB  / PPT
	1
	38

	39. 
	Keyloggers and Spywares
	T2
	137-140
	BB
	1
	39

	40. 
	DoS and DDoS attacks
	T2, R1
	158-164, 19-20
	BB
	1
	40

	41. 
	SQL Injection Identity Theft (ID)
	T2
	164-167
	BB
	1
	41

	42. 
	Types of identity theft
	T2
	211-217
	BB
	1
	42

	43. 
	Techniques of ID theft-security writing security policies
	T2
	219-221
	BB
	1
	43

	44. 
	Internet and email security policies
	T2
	225-227
	BB
	1
	44

	45. 
	Compliance and Enforcement of policies
	T2
	   229-231
	BB
	1
	45

	Outcome of Unit V:
At the end of unit, Students should be able to
· Understand the cyber threats, attacks, vulnerabilities and its defensive mechanism
· Apply suitable security policies for the given requirements



Course Outcome:
At the end of course:
 Students should be able to do:
CO1: Understand the fundamental mathematical concepts related to security.
CO2: Apply the cryptographic techniques to real time applications.
CO 3: Explain the authenticated process, integrity and its implementation
CO 4: Understand the fundamentals of cybercrimes and the cyber offenses.
CO 5: Understand the cyber threats, attacks, vulnerabilities and its defensive mechanism. 
      CO 6: Apply suitable security policies for the given requirements






Course Outcome Vs Program Outcome Mapping:

	CO
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12
	PSO1
	PSO2

	CO 1
	2
	1
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	2
	-

	CO 2
	3
	2
	1
	1
	-
	-
	-
	-
	-
	-
	-
	-
	2
	-

	CO 3
	2
	1
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	2
	-

	CO 4
	2
	1
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	2
	-

	CO 5
	2
	1
	-
	-
	-
	-
	-
	-
	-
	-
	-
	-
	2
	-

	CO 6
	3
	2
	1
	1
	-
	-
	-
	-
	-
	-
	-
	-
	2
	-

	AVG
	2
	1
	1
	1
	-
	-
	-
	-
	-
	-
	-
	-
	2
	-


Google Class Room: https://classroom.google.com/c/NjUxMTgxNDA5Njc3?cjc=ef2sq57

Content Beyond Syllabus:

Cyber security Management and Compliance
Cybersecurity Solutions and Microsoft Defender
Cybersecurity Identity and Access Solutions using Azure AD


Assignment:
	Assignment - 1:

	Batch Details
	Register Number
	Total Number
	Mode of Assignment MCQ/
Seminar/
PPT
	                             Topics

	BATCH I
	
	58
	WRITTEN
	1. Explain the Chinese Remainder theorem in detail
2. Explain RSA algorithm in detail with an example?

	Assignment - 2:

	BATCH I
	
	58
	SEMINAR
	1. Explain about Digital Signature Algorithm
2. Explain about classification of cybercrimes


	Assignment - 3 :

	BATCH I
	
	58
	PPT
	1. Phishing Attacks Types
2. Password cracking



Submission Details:
	Phase 1(Before AT 1)
	Phase 2 (Before AT 2)
	Phase 3 (Before Model)

	Assignment 1
	Assignment 2
	Assignment 3
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